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EXECUTIVE SUMMARY WP Audit

This report provides a comprehensive analysis of your website's health, covering performance,
security, SEO, and other critical metrics. Below is a breakdown of the scores by category.

CATEGORY SCORE STATUS

Security 75% FAIR

Performance 74% FAIR

Seo 81% GOOD

Safety 84% GOOD

Accessibility 87% GOOD

Database 78% FAIR

Ssl 90% GOOD

Compliance 40% CRITICAL

Content 40% CRITICAL

Core_web_vitals 64% FAIR

Ecommerce 50% FAIR

Environment 90% GOOD



CATEGORY SCORE STATUS

Advanced_schema 60% FAIR

Api_security 69% FAIR

Internationalization 58% FAIR

Multisite 50% FAIR

Backup_recovery 70% FAIR

Advanced_security 71% FAIR
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SECURITY AUDIT WP Audit

Security Health Score 75%

AI Analysis
Security Analysis Complete: Normal risk level detected. Found 3 critical and 0 high priority issues. Most
urgent: wp-config Permissions.

STATUS CHECK FINDINGS & RECOMMENDATIONS

CRITICAL wp-config Permissions wp-config.php is writable!

[Risk Impact: 90/100]

Recommendation: Set permissions to 400 or 440.

CRITICAL Sensitive Files Exposed: license.txt

[Risk Impact: 90/100]

Recommendation: Remove or protect these files.

CRITICAL Upload PHP Execution PHP may execute in uploads folder.

[Risk Impact: 90/100]

Recommendation: Add .htaccess with php_flag engine off.

WARNIN
G

File Editing File editing enabled.

[Risk Impact: 60/100]

Recommendation: Add DISALLOW_FILE_EDIT to wp-config.php.

WARNIN
G

Theme Updates 1 theme(s) need updates.

[Risk Impact: 60/100]

Recommendation: Update themes.

WARNIN
G

XML-RPC XML-RPC is enabled.

[Risk Impact: 60/100]

Recommendation: Disable if not needed.



STATUS CHECK FINDINGS & RECOMMENDATIONS

INFO Directory Listing Upload directory not configured.

[Risk Impact: 60/100]

WARNIN
G

Security Headers Missing: x-content-type-options, x-frame-options,
x-xss-protection

[Risk Impact: 60/100]

Recommendation: Add security headers.

WARNIN
G

Core File Permissions wp-includes is writable.

[Risk Impact: 60/100]

Recommendation: Set to 755.

WARNIN
G

Hidden Files Found: .htaccess.bk, .litespeed_flag, .quarantine, .well-known

[Risk Impact: 60/100]

Recommendation: Review hidden files.

INFO Theme Integrity Theme not in WP.org repository.

[Risk Impact: 60/100]

WARNIN
G

HSTS Header No HSTS header.

[Risk Impact: 60/100]

Recommendation: Add Strict-Transport-Security header.

WARNIN
G

X-Frame-Options Missing X-Frame-Options.

[Risk Impact: 60/100]

Recommendation: Add header to prevent clickjacking.

WARNIN
G

MIME Sniffing Missing nosniff header.

[Risk Impact: 60/100]

Recommendation: Add X-Content-Type-Options: nosniff.

INFO Referrer Policy No Referrer Policy.

[Risk Impact: 60/100]

Recommendation: Control info leakage with Referrer-Policy.



STATUS CHECK FINDINGS & RECOMMENDATIONS

INFO Application Passwords Application passwords enabled.

[Risk Impact: 60/100]

Recommendation: Disable if not needed.

INFO Cloudflare Detection No Cloudflare detected.

[Risk Impact: 60/100]

Recommendation: Consider DDoS protection.

WARNIN
G

Rate Limiting No rate limiting detected.

[Risk Impact: 60/100]

Recommendation: Implement rate limiting to prevent abuse.

WARNIN
G

PHPMailer PHPMailer not detected.

[Risk Impact: 60/100]

Recommendation: Ensure WordPress is intact.

INFO jQuery Version jQuery version not detected.

[Risk Impact: 60/100]

[PASS] WordPress Updates WordPress 6.9 is current.

[Risk Impact: 10/100]

[PASS] SSL/HTTPS Site uses HTTPS.

[Risk Impact: 10/100]

[PASS] Debug Mode Debug mode disabled.

[Risk Impact: 10/100]

[PASS] PHP Version PHP 8.3.25

[Risk Impact: 10/100]

[PASS] Admin Username No default admin username.

[Risk Impact: 10/100]

[PASS] Plugin Updates All plugins are current.



STATUS CHECK FINDINGS & RECOMMENDATIONS

[Risk Impact: 10/100]

[PASS] Database Prefix Custom prefix: TOP_

[Risk Impact: 10/100]

[PASS] REST API Users REST API users endpoint protected.

[Risk Impact: 10/100]

[PASS] Two-Factor Auth 2FA plugin detected.

[Risk Impact: 10/100]

[PASS] Login Security Login protection active.

[Risk Impact: 10/100]

[PASS] Content Security Policy CSP header configured.

[Risk Impact: 10/100]

[PASS] Cookie Security Cookies have proper security attributes.

[Risk Impact: 10/100]

[PASS] Suspicious Files No suspicious files detected.

[Risk Impact: 10/100]

[PASS] Exposed DB Credentials wp-config.php protected.

[Risk Impact: 10/100]

[PASS] PHP Test Files No test files exposed.

[Risk Impact: 10/100]

[PASS] Backup Files No backup files exposed.

[Risk Impact: 10/100]

[PASS] SQL Injection Defense No SQL errors detected.

[Risk Impact: 10/100]



STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] Core Integrity Core files match official signatures.

[Risk Impact: 10/100]

[PASS] User Enumeration Author enumeration blocked.

[Risk Impact: 10/100]

[PASS] SQL Injection Scan No SQL injection patterns detected.

[Risk Impact: 10/100]

[PASS] WAF Detection Web Application Firewall detected: Yes

[Risk Impact: 10/100]

[PASS] IP Blocking IP blocking configured: wordfence

[Risk Impact: 10/100]

[PASS] Bot Detection Bot detection active: wordfence

[Risk Impact: 10/100]

[PASS] Readme Security readme.html not accessible.

[Risk Impact: 10/100]

[PASS] Install.php Security install.php not accessible.

[Risk Impact: 10/100]

[PASS] Debug Log Security debug.log not accessible.

[Risk Impact: 10/100]
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PERFORMANCE AUDIT WP Audit

Performance Health Score 74%

AI Analysis
Performance Analysis Complete.

STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] Page Load Time 0.02s - excellent!

WARNIN
G

Active Plugins 21 plugins - consider reducing.

[PASS] Memory Limit Memory: 3072M

[PASS] Object Cache External object cache enabled.

[PASS] Max Execution Time 480s (0=unlimited)

[PASS] Compression Compression enabled (gzip).

WARNIN
G

Browser Caching No caching headers.

Recommendation: Configure Cache-Control headers.

[PASS] Vary Header Vary header present.

[PASS] Upload Max Size Max upload: 2048M

[PASS] WP Cron 40 scheduled tasks.

[PASS] Autoloaded Data 0.66 MB autoloaded.

WARNIN Page Size 530 KB homepage.



STATUS CHECK FINDINGS & RECOMMENDATIONS

G
Recommendation: Optimize page size.

INFO WebP Images 0% using WebP.

Recommendation: Convert images to WebP.

WARNIN
G

Asset Count 52 scripts, ~170 styles.

Recommendation: Combine assets.

INFO CDN Detection No CDN detected.

Recommendation: Consider using a CDN.

WARNIN
G

Critical CSS No critical CSS inlining detected.

Recommendation: Inline above-the-fold CSS.

INFO Font Optimization Fonts use display=swap.

Recommendation: Add preconnect for fonts.

[PASS] Server Caching Headers Caching headers present.

[PASS] DNS Prefetch DNS prefetching configured.

INFO Resource Hints No resource hints found.

Recommendation: Add preconnect for critical origins.

WARNIN
G

Script Files 52 script tags.

Recommendation: Consider concatenating scripts.

WARNIN
G

CSS Files 11 stylesheets.

Recommendation: Consider concatenating CSS files.

INFO Keep-Alive Keep-alive not detected.
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SEO AUDIT WP Audit

Seo Health Score 81%

AI Analysis
SEO Content Strategy: Focus on semantic depth and internal linking to authority pages.

STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] Search Visibility Search engines allowed.

[PASS] Tagline Custom tagline set.

[PASS] Permalinks SEO-friendly permalinks.

WARNIN
G

Title Tag Title length: 67 chars

Recommendation: Keep between 30-60 characters.

WARNIN
G

Meta Description Description length: 10 chars

Recommendation: Keep 120-160 characters.

WARNIN
G

H1 Tag 2 H1 tags found.

Recommendation: Use only one H1.

[PASS] Image Alt Text All 5 images have alt text.

WARNIN
G

XML Sitemap No sitemap detected.

Recommendation: Create an XML sitemap.

[PASS] Robots.txt Robots.txt exists.

[PASS] Open Graph Open Graph tags found.

[PASS] Canonical Tag Canonical tag found.



STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] Schema Markup Structured data found.

[PASS] Mobile Viewport Viewport meta found.

[PASS] Mixed Content No mixed content issues.

INFO SEO Plugin No SEO plugin.

Recommendation: Consider Yoast or RankMath.

[PASS] Hreflang Tags No hreflang (OK for single-language sites).

[PASS] 404 Page Correct 404 status code returned.

[PASS] URL Structure Clean URL structure.

Optimization: Suggested structure: H1 Introduction -> H2 Key
Benefits -> H3 Implementation Steps -> H2 FAQ

WARNIN
G

Core Web Vitals Large HTML (530KB); 11 CSS files

Recommendation: Address for better rankings.

[PASS] Internal Links No broken internal links (checked 5).

WARNIN
G

External Links 2 broken external links.

Recommendation: Update or remove broken links.

WARNIN
G

Broken Images 1 broken images found.

Recommendation: Fix or replace broken images.

[PASS] Redirect Chains No redirect chains detected.

[PASS] Twitter Cards Twitter Card tags present.

[PASS] Open Graph 4/5 Open Graph tags present.

INFO Pinterest Rich Pins No Pinterest Rich Pins detected.

Recommendation: Add Pinterest meta tags if targeting Pinterest



STATUS CHECK FINDINGS & RECOMMENDATIONS

users.

[PASS] LinkedIn Tags LinkedIn-compatible tags found.

[PASS] Social Sharing Social sharing elements detected.

INFO Navigation Menu No primary menu found.

Recommendation: Create navigation menus to avoid orphaned
pages.

INFO Title Length 67 characters.

Recommendation: Optimal title length is 50-60 characters.

INFO Meta Description Length 10 characters.

Recommendation: Optimal description is 150-160 characters.

[PASS] Clean URLs Clean permalink structure.
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SAFETY AUDIT WP Audit

Safety Health Score 84%

AI Analysis
Safety & Threat Analysis: System verdict is SUSPICIOUS (Confidence: 65%). Potential unauthorized data
access or system persistence.

STATUS CHECK FINDINGS & RECOMMENDATIONS

CRITICAL Backup Plugin No backup plugin detected!

[Risk Impact: 65/100]

Fix Plan:
 Review recent file changes
 Check server access logs for unusual IPs
 Scan filesystem for unauthorized shells

[PASS] Security Plugin Security plugin installed.

[PASS] Admin Email Valid admin email configured.

[PASS] Inactive Themes 1 inactive themes.

WARNIN
G

Inactive Plugins 4 inactive plugins.

[Risk Impact: 65/100]

Fix Plan:
 Review recent file changes
 Check server access logs for unusual IPs
 Scan filesystem for unauthorized shells

INFO File Modifications File modifications allowed.

[Risk Impact: 65/100]

Fix Plan:
 Review recent file changes
 Check server access logs for unusual IPs
 Scan filesystem for unauthorized shells

[PASS] Auto Updates Auto-updates enabled.



STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] Debug Logging Debug logging disabled.

[PASS] Script Debug SCRIPT_DEBUG disabled.

[PASS] Script Concatenation Script concatenation enabled.

[PASS] Mixed Content No mixed content detected.

[PASS] Hidden Iframes No hidden iframes found.

[PASS] Malicious Scripts No malicious patterns found.

[PASS] Core Code Integrity No suspicious patterns in core files.

WARNIN
G

Email Security SPF found, DMARC missing.

[Risk Impact: 65/100]

Fix Plan:
 Review recent file changes
 Check server access logs for unusual IPs
 Scan filesystem for unauthorized shells

CRITICAL Blacklist Status IP 93.127.173.7 is blacklisted.

[Risk Impact: 65/100]

Fix Plan:
 Review recent file changes
 Check server access logs for unusual IPs
 Scan filesystem for unauthorized shells

[PASS] Safe Browsing No deceptive content detected.

[PASS] Abandoned Plugins All plugins actively maintained.

[PASS] Plugin Conflicts No plugin conflicts detected.

[PASS] Duplicate Functionality No duplicate functionality.

[PASS] Plugin Load Plugin load appears normal.



STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] External API Calls No external API patterns detected.
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ACCESSIBILITY AUDIT WP Audit

Accessibility Health Score 87%

AI Analysis
Operations & Infrastructure Status: Operational efficiency is within healthy parameters. No urgent AI actions
required.

STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] HTML Lang Language attribute set.

[PASS] Viewport Meta Viewport meta tag present.

[PASS] Image Alt Text All 5 images have alt.

WARNIN
G

Heading Structure Skipped heading levels detected.

Recommendation: Use sequential headings.

[PASS] Zoom Prevention Viewport allows zooming.

[PASS] Form Labels Form check passed.

INFO ARIA Landmarks Few landmarks detected.

Recommendation: Use semantic HTML elements.

[PASS] Link Text Link text appears descriptive.

[PASS] Video Captions Multimedia elements accessible.

[PASS] ARIA Labels Interactive elements have labels.

[PASS] Mobile Viewport Responsive viewport configured.



STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] Touch Targets Touch targets appear adequate.

WARNIN
G

Mobile Font Size 34 very small fonts detected.

Recommendation: Use minimum 12px font size for mobile.

WARNIN
G

Horizontal Scroll Fixed-width elements may cause horizontal scrolling.

Recommendation: Use responsive widths (%, rem, vw).

[PASS] Mobile Page Speed 0.01s - excellent mobile speed!
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DATABASE AUDIT WP Audit

Database Health Score 78%

AI Analysis
Operations & Infrastructure Status: Options table shows signs of transient bloat and unused autoload data. 

STATUS CHECK FINDINGS & RECOMMENDATIONS

CRITICAL Post Revisions 13459 revisions - database bloat!

Recommendation: Clean up revisions.

[PASS] Spam Comments 0 spam comments.

[PASS] Transients 25 transients.

[PASS] Trashed Posts 0 trashed items.

WARNIN
G

Auto-Drafts 30 auto-drafts.

Recommendation: Clean up old drafts.

[PASS] Database Engine Using InnoDB engine.

[Risk Impact: 45/100]

Optimization: Optimize wp_options table and remove autoloaded
data from deactivated plugins.

[PASS] Max Packet Size 1024 MB

[PASS] Orphaned Meta 0 orphaned postmeta.

WARNIN
G

Database Overhead 721 MB overhead.

[Risk Impact: 45/100]

Recommendation: Optimize database tables.

Optimization: Optimize wp_options table and remove autoloaded
data from deactivated plugins.



STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] Autoloaded Data 0.66 MB (Excellent).

[PASS] Slow Queries No slow queries detected.

[PASS] Missing Indexes All tables have indexes.

[PASS] N+1 Queries 1 queries for 10 posts.

WARNIN
G

Table Sizes Large DB: 1121.58MB

Recommendation: Consider archiving old data.

INFO DB Optimization 11 recommendations.

Recommendation: Optimize
TOP_independent_analytics_sessions; Optimize
TOP_independent_analytics_views; Optimize
TOP_independent_analytics_visitors

[PASS] InnoDB Buffer Buffer Pool: 102809MB

INFO Query Cache Query cache disabled (standard for MySQL 8+ or InnoDB).

WARNIN
G

Table Locks 8581657 table lock waits.

Recommendation: Optimize queries to reduce locking.

INFO Binary Logs Binary logging disabled.

Recommendation: Enable for point-in-time recovery.

[PASS] Connections Max connections: 2000
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SSL AUDIT WP Audit

Ssl Health Score 90%

AI Analysis
Security Analysis Complete: Normal risk level detected. Found 0 critical and 0 high priority issues. Most
urgent: TLS Version.

STATUS CHECK FINDINGS & RECOMMENDATIONS

WARNIN
G

TLS Version OpenSSL/3.2.2 - outdated.

[Risk Impact: 60/100]

Recommendation: Upgrade to TLS 1.2 or 1.3.

[PASS] SSL Expiration Certificate valid for 82 days.

[Risk Impact: 10/100]

[PASS] Certificate Issuer Let's Encrypt (DV)

[Risk Impact: 10/100]

[PASS] Cipher Suite Modern cipher suites detected.

[Risk Impact: 10/100]

[PASS] SSL Grade Estimated grade: A (based on config).

[Risk Impact: 10/100]

Copyright © 2026 WP Audit
https://wpaudit.cc

Powered by WP Audit Page 21 of 21

https://wpaudit.cc


COMPLIANCE AUDIT WP Audit

Compliance Health Score 40%

AI Analysis
Operations & Infrastructure Status: Operational efficiency is within healthy parameters. No urgent AI actions
required.

STATUS CHECK FINDINGS & RECOMMENDATIONS

WARNIN
G

GDPR Compliance No GDPR compliance indicators detected.

Recommendation: Add cookie consent banner and privacy
policy.

INFO CCPA Compliance No CCPA indicators. Required if serving California users.

WARNIN
G

WCAG Level Estimated Level A compliance.

Recommendation: Improve for AA compliance.

WARNIN
G

Terms of Service No Terms of Service detected.

Recommendation: Add Terms of Service page.

CRITICAL Privacy Policy No Privacy Policy detected!

Recommendation: Privacy Policy is legally required in most
jurisdictions.
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CONTENT AUDIT WP Audit

Content Health Score 40%

AI Analysis
SEO Content Strategy: Focus on semantic depth and internal linking to authority pages.

STATUS CHECK FINDINGS & RECOMMENDATIONS

CRITICAL Average Word Count 15 words - thin content!

Recommendation: Create more comprehensive content.

[PASS] Readability Flesch score: 61 (easy to read).

CRITICAL Keyword Density Keyword stuffing detected (38.5%)!

Recommendation: Reduce keyword repetition.

[PASS] Duplicate Content No duplicate content detected.

CRITICAL Thin Content 100% posts are thin content!

Recommendation: Create more comprehensive content.
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CORE_WEB_VITALS AUDIT WP Audit

Core_web_vitals Health Score 64%

AI Analysis
Performance Analysis Complete.

STATUS CHECK FINDINGS & RECOMMENDATIONS

WARNIN
G

Image Dimensions 2/5 images missing dimensions.

Recommendation: Add width and height attributes to prevent
layout shift.

[PASS] Font Display Font-display: swap detected (prevents FOIT).

[PASS] Critical CSS Inline critical CSS detected in head.

WARNIN
G

Script Loading 22/26 render-blocking scripts.

Recommendation: Add defer or async to scripts for better
interactivity.

[PASS] Resource Hints Preloads: 0, Preconnects: 0, Prefetch: 2

[PASS] DNS Prefetch DNS prefetch found for external domains.

INFO Lazy Loading No lazy loading found.

Recommendation: Add loading="lazy" to images.

[PASS] LCP Optimization fetchpriority="high" detected.

CRITICAL Largest Contentful Paint
(LCP)

LCP: 5.8s

Largest Contentful Paint marks the time at which the largest text
or image is painted. Learn more about the Largest Contentful
Paint metric

Recommendation: Optimize images, preconnect to origins, and
remove render-blocking resources.



STATUS CHECK FINDINGS & RECOMMENDATIONS

WARNIN
G

Cumulative Layout Shift
(CLS)

CLS: 0.146

Cumulative Layout Shift measures the movement of visible
elements within the viewport. Learn more about the Cumulative
Layout Shift metric

Recommendation: Set explicit width and height on image
elements and use font-display: swap.

WARNIN
G

Total Blocking Time (TBT) Total Blocking Time (TBT): 210ms

Sum of all time periods between FCP and Time to Interactive,
when task length exceeded 50ms, expressed in milliseconds.
[Learn more about the Total Bl...

Recommendation: Minimize main thread work and reduce
Javascript execution time.
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ECOMMERCE AUDIT WP Audit

Ecommerce Health Score 50%

AI Analysis
Operations & Infrastructure Status: Operational efficiency is within healthy parameters. No urgent AI actions
required.

STATUS CHECK FINDINGS & RECOMMENDATIONS

INFO WooCommerce WooCommerce not detected.

INFO E-Commerce Check 2 WooCommerce not active.

INFO E-Commerce Check 3 WooCommerce not active.

INFO E-Commerce Check 4 WooCommerce not active.

INFO E-Commerce Check 5 WooCommerce not active.

INFO E-Commerce Check 6 WooCommerce not active.

INFO E-Commerce Check 7 WooCommerce not active.

INFO E-Commerce Check 8 WooCommerce not active.

INFO E-Commerce Check 9 WooCommerce not active.

INFO E-Commerce Check 10 WooCommerce not active.

INFO E-Commerce Check 11 WooCommerce not active.

INFO E-Commerce Check 12 WooCommerce not active.
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ENVIRONMENT AUDIT WP Audit

Environment Health Score 90%

AI Analysis
Operations & Infrastructure Status: Operational efficiency is within healthy parameters. No urgent AI actions
required.

STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] OPcache Status Enabled with 99.81% hit rate.

[PASS] OPcache Memory Used: 49.52MB, Free: 334.48MB

[PASS] MySQL Version MySQL 11.8.3

[PASS] Web Server LiteSpeed: LiteSpeed

INFO HTTP/2 HTTP/1.1 detected.

Recommendation: Enable HTTP/2 for better performance.

INFO Server Timezone Server: UTC, WP: Asia/Kolkata

[PASS] PHP Extensions All required extensions loaded.

[PASS] Upload Limits Upload: 2048M, Post: 2048M

[PASS] Error Display Error display is OFF (production mode).

[PASS] Disk Space 14407.02 GB available.

WARNIN
G

System Load 1-min load: 4.52 (high)

Recommendation: Server load is high.



STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] WP-Cron 40 scheduled events.

[PASS] Object Cache External object cache detected.

[PASS] Memory Limit PHP memory: 3072M

[PASS] Execution Time Max execution: 480s
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ADVANCED_SCHEMA AUDIT WP Audit

Advanced_schema Health Score 60%

AI Analysis
SEO Content Strategy: Focus on semantic depth and internal linking to authority pages.

STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] JSON-LD Syntax Valid JSON-LD structured data found.

[PASS] Organization Schema Organization markup detected.

INFO LocalBusiness Schema No LocalBusiness schema found.

INFO Breadcrumb Schema No breadcrumb schema found.

INFO FAQ Schema No FAQ schema found.

INFO Article Schema No Article schema found.

INFO HowTo Schema No HowTo schema found.

INFO Video Schema No video schema found.

INFO Hreflang Tags No hreflang tags found.

INFO Pagination Tags No pagination tags found.
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API_SECURITY AUDIT WP Audit

Api_security Health Score 69%

AI Analysis
Security Analysis Complete: Normal risk level detected. Found 0 critical and 0 high priority issues. Most
urgent: Application Passwords.

STATUS CHECK FINDINGS & RECOMMENDATIONS

INFO Application Passwords Application passwords disabled.

[Risk Impact: 60/100]

INFO API Rate Limiting No rate limiting found.

[Risk Impact: 60/100]

Recommendation: Consider adding API rate limiting.

INFO GraphQL GraphQL not detected.

[Risk Impact: 60/100]

INFO GraphQL Introspection GraphQL not active.

[Risk Impact: 60/100]

INFO CORS Headers No CORS headers found.

[Risk Impact: 60/100]

[PASS] REST API WordPress REST API is enabled.

[Risk Impact: 10/100]

[PASS] User Enumeration User endpoint protected.

[Risk Impact: 10/100]

[PASS] API Keys No active application passwords found.

[Risk Impact: 10/100]
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INTERNATIONALIZATION AUDIT WP Audit

Internationalization Health Score 58%

AI Analysis
SEO Content Strategy: Focus on semantic depth and internal linking to authority pages.

STATUS CHECK FINDINGS & RECOMMENDATIONS

INFO Multilingual Plugin No multilingual plugin found.

INFO RTL Support No RTL stylesheet detected.

INFO Translation Files No translation files found.

INFO Language Switcher No language switcher found.

INFO Text Domain Text domain check inconclusive.

[PASS] Site Locale Locale: en_US
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MULTISITE AUDIT WP Audit

Multisite Health Score 50%

AI Analysis
Security Analysis Complete: Normal risk level detected. Found 0 critical and 0 high priority issues. Most
urgent: Multisite.

STATUS CHECK FINDINGS & RECOMMENDATIONS

INFO Multisite Not a multisite installation.

[Risk Impact: 60/100]

INFO Multisite Check 2 Not applicable.

[Risk Impact: 60/100]

INFO Multisite Check 3 Not applicable.

[Risk Impact: 60/100]

INFO Multisite Check 4 Not applicable.

[Risk Impact: 60/100]

INFO Multisite Check 5 Not applicable.

[Risk Impact: 60/100]

INFO Multisite Check 6 Not applicable.

[Risk Impact: 60/100]

INFO Multisite Check 7 Not applicable.

[Risk Impact: 60/100]

INFO Multisite Check 8 Not applicable.

[Risk Impact: 60/100]
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BACKUP_RECOVERY AUDIT WP Audit

Backup_recovery Health Score 70%

AI Analysis
Operations & Infrastructure Status: Options table shows signs of transient bloat and unused autoload data.
Backup policy: Daily Offsite + Incremental Hourly. Detected high database volatility. Incremental backups
reduce load while ensuring 1-hour RPO.

STATUS CHECK FINDINGS & RECOMMENDATIONS

WARNIN
G

Backup Plugin No backup plugin found.

Recommendation: Install a backup plugin like UpdraftPlus.

Optimization: Optimal Schedule: Daily Offsite + Incremental
Hourly. Reason: Detected high database volatility. Incremental
backups reduce load while ensuring 1-hour RPO.

INFO Backup Directory No standard backup directory found.

Optimization: Optimal Schedule: Daily Offsite + Incremental
Hourly. Reason: Detected high database volatility. Incremental
backups reduce load while ensuring 1-hour RPO.

[PASS] Backup Schedule Automated backups scheduled.

Optimization: Optimal Schedule: Daily Offsite + Incremental
Hourly. Reason: Detected high database volatility. Incremental
backups reduce load while ensuring 1-hour RPO.

INFO DB Backup Scope Database size to backup: 1121.58MB

Optimization: Optimal Schedule: Daily Offsite + Incremental
Hourly. Reason: Detected high database volatility. Incremental
backups reduce load while ensuring 1-hour RPO.

[PASS] Recovery Access wp-content is writable for restoration.
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ADVANCED_SECURITY AUDIT WP Audit

Advanced_security Health Score 71%

AI Analysis
Security Analysis Complete: Normal risk level detected. Found 0 critical and 0 high priority issues. Most
urgent: Custom Login URL.

STATUS CHECK FINDINGS & RECOMMENDATIONS

INFO Custom Login URL Default login URL in use.

[Risk Impact: 60/100]

Recommendation: Consider hiding wp-login.php.

INFO Honeypot No honeypot found.

[Risk Impact: 60/100]

INFO Password Policy Check if strong passwords are enforced.

[Risk Impact: 60/100]

INFO Security.txt No security.txt file.

[Risk Impact: 60/100]

Recommendation: Add security.txt for vulnerability disclosure.

INFO SRI No SRI attributes found.

[Risk Impact: 60/100]

Recommendation: Add SRI for external scripts.

INFO Permissions Policy No Permissions-Policy header.

[Risk Impact: 60/100]

INFO Clear-Site-Data Header not found.

[Risk Impact: 60/100]



STATUS CHECK FINDINGS & RECOMMENDATIONS

[PASS] File Integrity FIM plugin detected.

[Risk Impact: 10/100]

[PASS] Bot Protection reCAPTCHA/hCaptcha detected.

[Risk Impact: 10/100]

[PASS] Session Timeout Session expiry: 14 days.

[Risk Impact: 10/100]

[PASS] Login Lockout Login attempt limiting detected.

[Risk Impact: 10/100]

[PASS] Security Keys Security keys defined in wp-config.

[Risk Impact: 10/100]
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